
Viruses Are Not Passive
Over the past two years, virus threats have become increasingly sophisticated. From Melissa, through

Love Bug to Nimda and Code Red, these nasty pieces of malicious code are capable of re-occurring in

networks where even one computer’s protection is not completely up-to-date.

The most vulnerable groups of users are those with the least resources dedicated to anti-virus

management—businesses with 250 users or less. Just when you think you have eradicated an outbreak,

one rogue user who missed the update can cause more downtime and loss of productivity and damage

to customer goodwill.

Effective management of your users is the key to effective anti-virus protection, but you don’t have

the time or resources to visit every desk in your organization once a week to ensure the weekly

update was carried out. And when a new virus outbreak occurs, even weekly is too late. Such is the

curse of managing IT in a small business.

McAfee can help.

Introducing ePolicy Orchestrator—Superhuman Help 
It’s an unpleasant fact of life that you cannot rely on your users to take a disciplined approach to

using the IT resources at their disposal. They are only human, after all, and they will be tempted to

click that enticing email link, or download files from unknown parts of the Internet. So if they are

going to be human, then you need a superhuman tool to manage the consequences.

We call that tool ePolicy Orchestrator. It delivers the

means to control your anti-virus applications. It gives

you the power to enforce your chosen updating policy

on all your users, and to monitor progress through

easy to understand, dynamic graphical reports. ePolicy

Orchestrator ensures that your users and your

business are shielded from the ravages of viruses.

And when the nature of the virus threat changes, as it

constantly will, ePolicy Orchestrator gives you the ability to change your updating or scanning policy.

No more reliance on users to follow the rules. No more wondering whether everyone remembered to

get their anti-virus updates. No more recurring infections of persistent viruses.

How You Get Superhuman
You will find ePolicy Orchestrator inside our Small Business Editions. To make it simple and affordable

for small businesses to get anti-virus under control, McAfee has packaged ePolicy Orchestrator Small

Business Edition inside two anti-virus solution bundles:

• Active VirusScan Suite Small Business Edition—VirusScan software for your workstations plus

NetShield software for your NT & Netware servers, all managed by ePolicy Orchestrator Small

Business Edition.

• Active Virus Defense Small Business Edition—The ultimate multi-tiered solution for total protection:

VirusScan and NetShield software for your desktops and servers, plus GroupShield to preserve your

Exchange or Notes servers and WebShield to strip viruses from your SMTP mail gateway. And,

naturally, ePolicy Orchestrator Small Business Edition coordinates your defenses.

McAfee Active Virus Defense 
Small Business Edition

Key Features
• Superior detection and cleaning—because

that’s what it all comes down to, in the end.

• Policy Management—ePolicy Orchestrator

enables administrators define, implement,

and enforce a standard anti-virus policy.

• Enterprise-wide Reporting—ePolicy

Orchestrator gives you unprecedented

visibility into the state of virus protection

on your network.

• Support—There’s a PrimeSupport from

McAfee offering for everyone, from online

forums to 24x7 named contact.

• Multi-tier defense—McAfee products at

every level of the network provide a

bulletproof defense.



Active VirusScan Suite or Active
Virus Defense? 

Both our Small Business Editions provide you

with excellent products for your workstations

and servers—VirusScan and NetShield.

Desktop—Your first and last line
of defense 

Every desktop on the network represents

several vectors of infection, or ways for

viruses to enter the network. Floppy disks,

CDs burned at home, personal email accounts,

and PDAs are just a few of the routes a virus

might take onto the network. That’s why

comprehensive, manageable desktop virus

protection is essential. With more than 70

million users worldwide, VirusScan software

is the protection of choice for desktops. Its

tight integration with McAfee’s ePolicy

Orchestrator management console makes it

the most manageable desktop anti-virus

solution on the market today. And a host of

installation and customization features make

it a favorite of enterprise customers.

Server—The Petri Dish of
Computer Viruses 

File servers are extremely useful, productive

tools. Their utility in collaboration and file

storage makes them indispensable. But it also

makes them a favorite hiding place for viruses.

When Jane User’s out-of-date desktop virus

protection allows her to upload a virus infected

document, all the other users who access that

file can become infected. And if the IT team

backs up the data on the server regularly, even

the backups can wind up infected if they’re not

careful. McAfee’s NetShield server protection

can eliminate these potential headaches. It

offers both real-time scanning to detect and

clean viruses as files are accessed and on-

demand scanning that allows scheduled deep-

down bug scrubs of the entire system.

But there are two additional reasons you might

want the total platform protection of Active

Virus Defense. 

The First Reason Is Your Internet
Gateway

There’s a reason the point at which your

network connects to the Internet is called the

Internet gateway: it’s a point beyond which

some things must not pass. That goes for

inbound as well as outbound traffic. Because

it’s nearly impossible to get all the desktop

PCs on your network 100% protected with

updated anti-virus software, it’s essential to

protect your connection to the Internet.

McAfee’s WebShield Internet gateway virus

protection solution can stop Internet email

borne viruses before they get to even one user

on the network, eliminating the risk that the

virus will find that one PC that hasn’t been

updated. And content filtering capabilities can

help kill time-wasting spam and virus hoaxes.

The Second Reason Is Your Email
System 
Of course, not every piece of data on a

network enters through the Internet

gateway. For keeping those email and

collaborative environments virus free,

McAfee’s GroupShield products are just the

ticket. With support for both Lotus Domino

and Microsoft Exchange environments,

GroupShield stands guard with an arsenal of

anti-virus defenses. Outbreak Manager stops

outbreaks before they start. Content filtering

allows spam and hoax blocking, and can also

help keep confidential data from leaving the

network. All the most destructive viruses of

the past three years used email to propagate.

Don’t let your groupware system become a

tool for virus writers to use against you.

It’s All About Detecting And
Cleaning Viruses
At the end of the day, all the manageability

and policy enforcement in the world won’t stop

a virus, if the anti-virus solution can’t detect

and clean viruses. All the McAfee Active Virus

Defense components use the award-winning

McAfee anit-virus scanning engine. With

unique double heuristic scanning technology,

generic variant detection capabilities, and

industry-leading compressed file handling, the

McAfee engine is the best money can buy.

Backed By One of The Best
Active Virus Defense is more than just

software. It’s a partnership with McAfee. With

PrimeSupport from McAfee you can put advice

and help from a live person at your fingertips

24 hours a day, 7 days a week. Essential

product knowledge and rapid, reliable

technical solutions exemplify PrimeSupport.

Over 70% of our technical staff hold industry

certifications and/or technical degrees and

over 5.5 years of experience in the IT industry. 

Active VirusScan Suite Small
Business Edition Includes:

VirusScan

• Runs on Windows 95,98, Me, NT, 2000,
XP; DOS; Linux; HP-UX; SCO; AIX; Solaris 

VirusScan Thin Client

• Runs on Windows 95, 98, NT, 2000

NetShield 

• Runs on Windows NT and 2000; NetWare

ePolicy Orchestrator Small Business Edition

• Manages anti-virus software only*

Active Virus Defense Small
Business Edition Adds: 

GroupShield 

• Supports Microsoft Exchange and Lotus
Domino

WebShield SMTP 

WebShield for Solaris 
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For more information on products,

worldwide services, and support, 

contact your authorized McAfee 

sales representative or visit us at:

3965 Freedom Circle

Santa Clara, CA 95054-1203 

Tel (888) 847-8766

Fax (888) 203-9258

www.mcafeesecur i ty.com

*ePolicy Orchestrator Small Business Edition, unlike the standard ePolicy Orchestrator product, does not
manage McAfee Desktop Firewall or McAfee ThreatScan. If you own these McAfee products and want to
manage them through ePolicy Orchestrator, the standard ePolicy Orchestrator product is available separately.


